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General Instructions :
(i) Please read the instructions carefully.

(it)  This question paper consists of 24 questions in two Sections : Section A
and Section B.

(iit) Section A has Objective type questions whereas Section B contains
Subjective type questions.

(iv) Out of the given (6 + 18) = 24 questions, a candidate has to answer
(6 + 11) = 17 questions in the allotted (maximum) time of 3 hours.

(v)  All questions of a particular section must be attempted in the correct
order.

(vi) Section A : Objective Type Questions (30 marks) :
(a)  This section has 6 questions.

(b) There is no negative marking.

(c) Do as per the instructions given.

(d)  Marks allotted are mentioned against each question /part. z
(vii) Section B : Subjective Type Questions (30 marks) :

(a)  This section has 18 questions.

(b) A candidate has to do 11 questions.

(c) Do as per the instructions given.

(d)  Marks allotted are mentioned against each question/part.

SECTION A
(Objective Type Questions) (30 Marks)
1. Answer any 4 out of the given 6 questions on Employability Skills. 4dx1=4
(i) A clear statement is one which is factual. (True/False)

(ii)  Personality is a relatively enduring set of

(iii))  Which of the following is not an internal motivational force ?
(A) Feedback (B) Goals

(C) Needs (D) Attitudes
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(iv) The extension of an OpenOffice spreadsheet file is :
(A) .odt (B) .ott
(C) .odm (D) .ods

(v)  Enlist two examples of a green job.

(vi)  Which of the following is true for entrepreneurs ?
(A) All entrepreneurs have great ideas all the time.
(B) One must know everything before starting a business.
(C) A lot of money is required to start any business.

(D) To be successful, entrepreneurs should be hardworking,
energetic and perseverant.

2. Answer any 5 out of the given 7 questions. 5x1=5

(1) In networking topology, each communication device is
connected with every other device in the network. Such a network  guag
can handle large amounts of traffic since multiple nodes can I-'El )
transmit data simultaneously.

(A) Ring (B) Bus
(C) Mesh (D) Star
(ii) The layer controls the conversations between different
computers.
(A) Presentation (B) Session
(C) Transport (D) Network

(iii) Which of the following is used for communication over a network
and data is broken down into small packets and then sent to the

destination.
(A) TCP (B) FTP
(C) UDP (D) None of the above

(iv) The Data transmission mode is defined in the transport layer.
(True/False)
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(v)

(vi)

(vii)

An important principle to design a layered network model is :

(A) A layer should be created where a different abstraction is
needed.

(B) Layer must have the capability to perform a large number of
functions.

(C) A layer must interact with all other layers.
(D) Layers must be capable of handling packets.
Gateway serves as the entry and exit point of a network, as all data

coming in or going out of a network must first pass through the
gateway in order to use routing paths. (True/False)

Which of the following is a network device used to connect different

devices through wires ?

(A) Switch (B) Ethernet Hub
(C) Repeater (D) Router EyHE
=%
3. Answer any 6 out of the given 7 questions. 6x1=6
(i) is a cross-platform task automation solution made up
of a command-line shell, a scripting language, and a configuration
management framework.
(A) PowerShell (B) Linux
(C) Automation (D) UNIX
(ii))  PowerShell runs on :
(A) Windows (B) DOS
(C) Xenix (D) Android
(i1i) A directory is a structure that stores information about
objects on the network.
(A) non-hierarchical (B) hierarchical
(C) non-linear (D) linear
1-371 Page 7 P.T.O.
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(iv)

(v)

(vi)

(vii)

1-371

Group policy is a process in the order of :

(A)
(B)
(C)
(D)

Sites, Local, Domains, Organizational Units (OUs)
Organizational Units (OUs), Local, Sites, Domains
Local, Sites, Domains, Organizational Units (OUs)

Local, Sites, Organizational Units (OUs), Domains

AD DS organizes data consisting of :

(A)
(®)

domains (B) sets

unions (D) schemas

Which of the following are computer or user settings that can be

defined to control or secure the Windows server and Client

infrastructure ?

(A)
(B)
(C)
(D)

Read the following statements and choose the correct option :

The PowerShell scripting language includes features like :

I.  Extensible through functions, classes, scripts and modules.
II. Does not support data format like CSV, JSON and XML.
Options :

(A) Only I1is correct

(B) Only II is correct

(C) Both I and II are correct

(D) Both I and II are incorrect

Group Policies
Default Domain Policy
Default Domain Controller Policy

Container
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4. Answer any 5 out of the given 6 questions. 5x1=5
(1) Linux uses as an alternative to backslash (\) to
separate components of file path.
(A) dot(.) (B) comma (,)
(C) forward slash (/) (D) hash (#)
(ii))  To change file owner, which of the following command will be used ?
(A) id: (B) chown:
(C) chmod: (D) chgrp:
(iii) In Linux/UNIX, ‘Read+Write’ permission has the following symbol :
(A) -x (B) rwx
(C) r+w (D) rw-
(iv) The two most desirable attributes for Linux Server Management
tools are :
(A) Case sensitivity and File extensions z
(B) Lightweight and Scalable
(C) Read and Write
(D) File and Directory
(v)  The hidden files in Linux are represented by a
before the file name.
(A) dot(.) (B) star(*)
(C) comma (,) (D) underscore ( _)
(vi) Linux file system is not case sensitive. (True/False)
5. Answer any 5 out of the given 6 questions. 5x1=5
(1) Ports are communication endpoints that connect network devices.
Each port is identified with a bit unsigned port
number.
(A) 32 (B) 8
(C) 16 (D) 64
1-371 Page 11 P.T.O.
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(i)

(iii)

(iv)

(v)
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(ii) Which of the following is an application that filters information
coming to your system from the Internet and blocking potentially
harmful programs ?

(A) Spyware (B) Malware
(C) Adware (D) Windows Firewall

(iii)  Choose the correct option.
Hardware Firewall

(A) acts as gateways between internal networks and the Internet,
keeping data packets and traffic requests from untrusted
sources outside the private network.

(B) provides more granular control to allow access to one
application or feature while blocking others.

(C) protects hardware components of the computer system.
(D) checks passwords and biometrics during booting.

(iv) An sets forth rules and processes for workforce Eyd

members, creating a standard around the acceptable use of the — @
organization’s information technology, including networks and
applications to protect data confidentiality, integrity and
availability.

(A) Information service policy

(B) Internet security policy

(C) Internal security policy

(D) Information security policy

v) A is a general term for when a perpetrator positions

himself in a conversation between a user and an application —
either to eavesdrop or to impersonate one of the parties, making it

appear as if a normal exchange of information is underway.
(A) DoS Attack
(B) Man in the Middle (MITM) Attack
(C) Phishing Attack
(D) Virus Attack
1-371 Page 13 P.T.O.
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(vi)  Which of the following options is correct regarding safeguarding
your business-critical information from prying eyes by implementing
stringent access control measures and flawless permission hygiene ?

(A) File service (B) Data security
(C) File security (D) Data integrity
6. Answer any 5 out of the given 6 questions. 5x1=5
(i) Read the following statements and choose the correct option :

I. ITIL V2 emphasizes on service design and service strategy.
II  ITIL V3 pays equal attention to all processes.

Options :

(A) OnlyIis correct

(B) Only II is correct [l
(C) Iand II both are correct
(D) I and II both are incorrect

(ii))  Which of the following deals with incidents that are currently
affecting users, whereas proactive problem management addresses
issues that could potentially surface as incidents in the future
should they be left alone ?

(A) KEDB (B) Sound Management
(C) Root Cause Analysis (D) Reactive Management
(iii) customer is a division, individual or unit employee who

purchases or is the receiver of products, material, services or

information from other units in the same company.
(A) External (B) Internal

(C) Security (D) Local
1-371 Page 15 P.T.O.
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(iv)

(v)

(vi)

The processes, tasks and checklists described in ITIL are not

organization-specific, but

(A) cannot be implemented by any organization.

(B) can be implemented only by some organizations.
(C) can be implemented by any organization.

(D) are suitable only for software firms.

stakeholders are all parties who are not a part of

the same organization.
(A) Internal

(B) External

(C) Both (A) and (B)
(D) Providers

Problem Management recommends three phases to follow except :

(=]
(A) Problem identification (B) Problem control R
(C) 'To create problems (D) Error control
SECTION B
(Subjective Type Questions) (30 Marks)
Answer any 3 out of the given 5 questions on Employability Skills. Answer each
question in 20 — 30 words. 3IX2=6

7.

8.

9.

10.

11.

1-371

What is the importance of active listening while giving an interview ?

Mention any four parameters that describe an individual’s personality.

How can you protect your spreadsheet with a password ?

List any four green jobs in water conservation.

Explain any two competencies that can be developed through training,

experience and guidance, in a budding entrepreneur.

Page 17 P.T.O.
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Answer any 3 out of the given 5 questions in 20 — 30 words each. 3x2=6
12. What is RJ45 ?
13. Write the steps to delete user account using Local Group Policy.

14. What do you know about permission in Linux/UNIX ? Write some

commands related to permission.

15. Write the steps to secure computer network.

16. What are the benefits of ITIL ?

Answer any 2 out of the given 3 questions in 30 — 50 words each. 2x3=6

17. Explain Ring Topology with a diagram.

18. Illustrate ITIL with its framework. )y

19. What is Antivirus ? Give some examples.

Answer any 3 out of the given 5 questions in 50 — 80 words each. 3x4=12

20. Explain the Client and Server Network. Write some strategies which need
to be followed by the application program using the client server model.

21. Explain Active Directory Domain Services (AD DS) in detail.
22. Describe Linux File System Structure with its key feature, with a diagram.
23. Explain antivirus software security setting.

24. Explain the different types of data threats in a computer system in detail.
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